











First, take a deep breath and try to stay cool, calm, and
collected. Time is of the essence and being prepared is essential.
Responding to a ransomware attack is different than responding
to other cyberattacks and preparation with the right e approach
is key to a successful recovery. Here are some tips to ease the
pain when a ransomware attack happens.

Isolate — As soon as humanly possible, isolate the infected
system by disconnecting it from the network.

Identify — Determine the type of ransomware and the scope
of the infection. Identify which systems are affected. Be sure
to take copious notes about the issues that you noticed, when
it occurred, what systems were you using, and what were you
doing at the time you detected the abnormalities.

Contact — Immediately report the attack to your helpdesk team.
They should be trained to escalate the issue to the incident
response team. Bring the CISO in during early stages of the
investigation and communicate with leadership per procedure.
Communicate with internal and external legal counsel per
procedure, including discussions of compliance, risk exposure,
liability, law enforcement contact, etc. Also, communicate
with internal users, customers, cyber insurance providers, and
security and IT vendors. Consider notifying and involving law
enforcement when the time is right.

Contain & Remove — Find the infection vector and contain it
as quickly as possible. Quarantines (logical, physical, or both)
prevent spread from infected systems to critical systems and
data. Quarantines should be comprehensive - include cloud/
SaaS access, single-sign-on, system access to enterprise
resource planning (ERP), or other business tools, etc.

Analyze — Determine the scope of the infection and assess
its impact. Determine the impact to confidentiality, integrity,
and availability of data, and how it will affect your business and
customers. Assess how sensitive the data is (e.g., is the data
PIl or PHI). Use this information to prioritize and motivate the
appropriate response resources.

Eradicate & Remediate — Restore infected systems and
from known-clean backups. Confirm endpoint protection and
patches are up to date. Deploy custom signatures to endpoint
protection and network security tools based on the discovered
indicator of compromise.
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Recover — Launch business continuity/disaster recovery plan(s):
e.g., consider migration to alternate operating locations, fail-
over sites, or backup systems. Check backups for indicators of
compromise and consider partial recovery and backup integrity
testing. Also, find and try known decryptors for the variant(s)
discovered using resources like the No More Ransom! Project’s
Decryption Tools page.

Ransomware is going to continuously evolve and become more
sophisticated and prolific. The consequences are costly, and
more importantly, in healthcare it is a threat to patient safety.
Now is the time to prepare your organization for when, not if,
an attack occurs.

View our detailed whitepaper with specific recommendations

to respond and recover from a ransomware attack.

Reduce Risk with AWS + ClearDATA

Amazon Web Services (AWS), one of the largest public cloud
offerings in the world, empowers healthcare organizations to
scale and innovate without compromising security. With
technology solutions and support from expert AWS partners
such as ClearDATA, you can leverage the AWS Cloud to both
enhance patient careand evolve your defenses against cyber

threats such as ransomware.
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How can ClearDATA help?

ClearDATA is the trusted partner that
employs healthcare-specific expertise
to operationalize privacy and security -
demonstrating compliance and remediating
risk. Please contact us to learn more about
how ClearDATA can help you combat
ransomware and keep patient data secure.

Speak with an Expert
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